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Abstract 

 

Traditional land registration systems are highly vulnerable to document forgery, fraud, 

and inefficiencies due to centralized control, leading to various digital crimes and 

system inefficiencies. In this paper, we have proposed the design and implementation 
of a blockchain-based land registry framework utilizing a private permissioned 

blockchain architecture. Our system integrates smart contracts for property registration, 
ownership transfer, and user verification, along with the InterPlanetary File System 

(IPFS) for decentralized storage of legal documents. The proposed framework follows 
a structured methodology comprising system design, implementation, deployment, 

testing, and validation. We have integrated the necessary technology stack, which 

includes Solidity, Ethereum, MetaMask, and IPFS, to ensure secure and transparent 
transactions. Our system exhibits improved efficiency, immutability, and trust 

compared to traditional land registry mechanisms in use. Further, we have performed 
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the Functional validation using black-box testing, which confirms the robustness of the 
framework. The obtained results indicate that permissioned blockchain systems have 

significant potential to transform land registration processes by ensuring transparency, 
reducing intermediaries, and enhancing operational reliability.  

 
Keywords - Blockchain, Land Registry, Smart Contracts, IPFS, Decentralization, 
Ethereum, Property Management 
 

1. Introduction 
 
In the current landscape of real estate, especially in developing and 

underdeveloped countries, the lack of technology infrastructure and practices 

leads to a lot of issues in land registries.  Traditional land registries often 

resemble fragile relics centralized vaults where precious property papers are 

vulnerable to systemic failure, corruption, or physical loss. When citizens 

purchased land, government authorities would grant them by uploading digital 

copies to IPFS. Thus, a decentralised fortress is immune to single points of 

collapse. Smart contracts acting as digital guardians, validated each 

document's authenticity through ethereum blockchain. Moreover the chain of 

ownership where property rights could never be tampered [1]. Buying or 

selling property leads to navigating of fraud, delays and a system bleeding 

trust and efficiency [2]. The land registration process is complicated and time-

consuming and required a lot of effort to transfer ownership. Blockchain is 

like a database wherein anyone with authorization to access documents can 

secure such events using cryptographic algorithm [3], [4]. Use of smart 

contracts determines the owner, seller, and the transfer of the land. A 

distributed ledger system that maintains a track of each of the transactions. It 

uses a peer-to-peer network architecture [5], [6]. 
Additionally need for efficiency in land registration faced by policymakers 
and practitioners at large. Creating records for the physical assets into an 
immutable form is possible using Blockchain [7], [8]. In this regard 
transparent land registration system that protects property rights and prevents 

data manipulation [9], [10]. Contemporary land registry systems plagued by 
corruption, human error, and obsolete infrastructure. Also, face critical 
challenges in tracking property ownership. Blockchain attracts governments 
globally by enabling direct legal transfer of land ownership without third-

party verification [11], [12], [13]. The proposed system employs 
cryptographic hashing (SHA-256) and decentralized storage in IPFS for owner 
registration and document submission, ensuring data integrity and tamper 
resistance. Smart contracts developed in Solidity make land registration and 
ownership transfer processes transparent and automated. At the same time, 

using modern web technologies like React and Node.js increases the 
accessibility of the system and interaction with the user [14][15][16]. Several 
studies in different countries indicate the fact that traditional digital land 
registry systems are still vulnerable to forgery of documents, data tampering, 

and intermediary control . Further, limited transparency combined with time-
consuming verification procedures are sources of operational inefficiency. 



[17][18][19]. These challenges are consistent across regions, though the 
implementation approaches may differ. Smart contracts solve these problems, 
enabling consistent verification, the removal of intermediaries and increasing 
the transparency of transactions [20][21]. Previous studies have shown that the 
traditional land registration process often takes weeks to months to complete, 

and asset transfers involve a lot of procedural complexity. These systems are 
also affected by the lack of transparency, security problems and lack of 
accountability. To deal with these challenges, implementation of blockchain 
technology is a promising solution that ensures data transparency, 

immutability and tamper resistance. In this way, blockchain-based systems 
can efficiently eliminate inefficiencies and boost trust in land transactions. In 
this sense, the present work proposes and demonstrates a robust blockchain-
based architecture for a secure and efficient management of land registries. 

 

2. Materials and Methods  

 

The study follows a systematic approach that consists of literature review, 
system design, implementation, testing and a comparative study. A 
comprehensive literature review was conducted to examine existing land 
registry systems and blockchain-based frameworks. This involved analysing 
peer-reviewed journals and conference proceedings. Based on the identified 
gaps a blockchain-based land registry architecture designed. 

 
Fig 1.  Proposed system design for the blockchain-based land registry system.  



The proposed blockchain-based land registry system employs a layered 

architecture to provide security, transparency, and efficiency in property 

management. It employs blockchain technology, decentralized storage, and 

smart contract automation to address the limitations of traditional systems. 

 Blockchain Layer: A private permissioned blockchain ensures secure 

transaction validation and controlled access, while maintaining an immutable 

ledger of land records. 

 Decentralized Storage Layer: Land documents stored in a distributed manner 

using IPFS and cryptographic hashes, ensuring data integrity and availability. 

 Smart Contract Layer: Smart contracts written in Solidity automate the 

process of land registration, transfer of ownership and verification of users, 

removing the need for intermediaries and building trust. 

 Frontend Layer: Developed using HTML5, CSS3, JavaScript and Bootstrap 

for a user friendly interface for interacting with the system. 

 Backend Layer: Created in Node.js with Ganache for testing and IPFS 

integration via Pinata for seamless communication across the system. 

 Blockchain Platform: Based on private Ethereum (Geth) and Hyperledger 

Fabric as alternative for the enterprise scalability. 

 Wallet Integration: MetaMask provides secure authentication and transaction 

signing. 

 Security Mechanism: Only authenticated users can access, enabling secure 

and verified transactions. 

 Testing & Validation: End-to-end validation and black-box testing ensure 

correct functionality and transfer of ownership in the proper manner. 

 
 

III. Transferring of Assets 
 

This diagram describes, secure way to transfer unique digital ownership in 

terms of assets. 

 
 

Fig. 2. Transferring of Assets 



Algorithm 1.1: Transfer of agents  

 

Input: Seller S, Buyer B, Asset ID A 

Output: Updated ownership record on blockchain 

Start 

Step 1: Verify Seller Identity (S) 

Step 2: Check ownership of Asset A by Seller S 

Step 3: Seller initiates transfer request via smart contract 

Step 4: Buyer B sends payment to smart contract 

Step 5: Smart contract validates: 

            a) Seller is the legitimate owner 

            b) Buyer has sufficient funds 

Step 6: If validation successful: 

            a) Transfer ownership of Asset A to Buyer B 

            b) Transfer payment to Seller S 

Step 7: Record transaction on blockchain ledger 

Step 8: Generate transaction confirmation 

End 

 

 

The asset transfer mechanism is performed by a smart contract. This allows 

for a secure and automated transfer of ownership. The seller first calls the 

smart contract to ask for a transfer. The smart contract verifies that the seller is 

the owner of the asset. If verified successfully, the buyer pays the smart 

contract. Then the smart contract does a conditional check to make sure the 

seller is the actual owner and the buyer has enough money. Once the 

conditions are fulfilled the contract atomically performs the transfer updating 

ownership records and releasing the payment to the seller. Finally, the 

transaction is permanently recorded on the blockchain ledger, ensuring 

immutability, transparency and traceability. The automation removes 

intermediaries, reduces fraud and builds trust in the land registry system. For 

better understanding we have given the technical details in Algortihm1.1 and 

Figure 2. For the asset transfer mechanism.  

 

3. Mathematical Modelling of the Framework 

To formalize the security and operational integrity of the proposed land 

registry system, we define the following mathematical models for data 

integrity and decentralized storage. 

Data Integrity and Hashing 



Every land record L consists of property details and legal documentation. To 

ensure immutability, we apply a cryptographic hash function H  (specifically 

SHA-256). The state of a record at time is represented as: 

                                        St = (Pi,Oi,Dipfs) 

 

Where: 

● Pi represents unique property identifiers. 

● Oi represents the owner's cryptographic public key. 

● Dipfs

  is the Content Identifier (CID) of the documents stored on IPFS. 

Smart Contract State Transition 

The transfer of ownership is an atomic state transition function σ executed by 

the smart contract. Given a seller S  , a buyer B  , and an asset A  , the 

transition is defined as: 

 

σ(S,B,A)={Qnew=B, Qnew=S,if Valid(S,A)∧Funds(B)≥Priceotherwise 

 

The validity function Valid(S, A) checks the blockchain ledger to confirm that 

the seller's address S matches the current owner record for asset A. 

 IPFS Content Addressing 

The decentralized storage layer utilizes a Distributed Hash Table (DHT) to 

locate files. The probability of document loss P(loss) in the IPFS network with 

n nodes and a replication factor r is modeled as: 

                                           

                                              P(loss)=(1−P)n,r  

 

Where P is the probability of a single node being online and accessible. By 

utilizing Pinata for IPFS pinning, we maximize P, ensuring near-constant 

availability of legal deeds. 

 

4. Implementation of Land Registry Framework 
 

The Smart Contracts for land registration automated with all processes 

including Metamask Wallet connection along with IPFS. 
 
 
 
 
 
 



  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

        

 

 

      Fig. 4.1 Smart Contract for land registry 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
             Fig. 4.2 Smart Contract for land registry  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

            

             Fig. 4.3 Smart Contract for land registry  
 
 
 
 
 
 
 
 

 

 

              

                Fig.4.4 Smart contract deployed on network. 

 



 
 
 
 
 
 
 
 
 
 
 
 

              Fig. 4.5 Deployed smart contract in ganache.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

                         Fig.4.6 Landing page of landvault     Fig.4.7. Metamask wallet connection.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

                 

               Fig.4.8 Land registration-Landvault Fig.4.9. Uploaded files in Pinata IPFS 

 

 

 

 

 

 

 

 

 

  
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

 

            

 

 

             Fig.4.9 Admin dashboard of landvault Fig. 4.10 Land selling page of landvault 

 

5. Experimental Results and Discussion 

The proposed framework was implemented using Solidity for smart contracts and Ganache 

as a local blockchain environment. Functional validation was performed using black-box 

testing to ensure the robustness of the asset transfer logic. 

Performance Evaluation 

The system's efficiency was measured against that of traditional centralised databases. While 

traditional systems involve manual verification that can take weeks, our smart contract-based 

automation executes transfers in seconds once the transaction is mined. 

 

Parameter Traditional System Proposed Framework 

Data Storage Centralized (Vulnerable) Decentralized (IPFS + Ledger) 

Verification Manual / Intermediary Automated (Smart Contract) 

Immutability Low (Susceptible to forgery) High (Cryptographic Hashing) 

Transparency Limited Publicly Verifiable 

(Permissioned) 

Process Time Weeks / Months Near Real-Time 

 

Security Analysis 



The integration of MetaMask for wallet-based authentication ensures that only authorized 

entities can initiate transactions. During testing, we verified the following security 

properties: 

 Tamper Resistance: Any change to the legal document D on IPFS results in a completely 

different CID. 

 Double-Spending Prevention: The smart contract ensures a property cannot be sold to two 

buyers simultaneously. 

Discussion 

In this paper we have presented the framework for the transition from a centralized, paper-

dependent registry to a decentralized, blockchain-based framework represents more than just 

a technological upgrade; this will serve as fundamental shift toward digital sovereignty and 

trust. We leveraged Private Permissioned Blockchain architecture, which provides a robust 

solution to the "trust deficit" often found in real estate transactions, particularly in 

developing regions where document forgery and data tampering are prevalent. This work 

also presented integration of IPFS, ensuring that legal deeds are not only immutable but also 

highly available, effectively eliminating the risk of physical loss due to systemic failure or 

corruption. Furthermore, we have also provided automation by Solidity-based smart 

contracts, which reduces the reliance on costly and time-consuming intermediaries, thereby 

lowering the barrier for property ownership and ensuring that transactions are executed with 

mathematical certainty. The proposed framework demonstrates that by combining 
cryptographic security with modern web accessibility, we can create a land administration 

system that is inherently transparent, auditable, and resilient to the challenges of the digital 

age.  

 

 

6. Conclusion 

 
The research proposes a blockchain-based land registry framework to improve transparency, 

security, and efficiency in property management. The proposed system combines a private 

permissioned blockchain with smart contracts and decentralized storage (IPFS) to provide 

immutable record-keeping without the need for intermediaries. Smart contracts are used to 

automate land registration and ownership transfer, which saves a lot of time in processing 

and reduces the risk of fraud. The implementation and testing of the system show that it is 

feasible and effective for the processing of secure transactions and ensuring the integrity of 

data. Wallet-based authentication strengthens access control and provides trusted 

interactions among stakeholders. The proposed framework provides reliability, auditability 

and operational efficiency over the traditional land registry systems. 

 

In conclusion, the study highlights the game-changing nature of blockchain technology in 

revolutionizing land administration systems. Future work may include the integration of 

advanced features such as AI-based fraud detection, GIS mapping, and large-scale 

deployment for increased scalability and real-world applicability. 
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